
 

 

 

 

 

About the study course   
Studies: Security and personal data protection 

 

Study course name: Fundamentals of Law and procedural rights 

The scope of the study course 

Credit points:   6 

Purpose of the study course:  

To provide students with the necessary knowledge about law, branches of law, basic concepts and categories. 

To acquire skills in the application of legal norms in practice.  

  
Study result 

Knowledge: Knows how to define, apply and explain theoretical and legal knowledge of current 

legal issues. Understands the importance of evidence in the investigation process, 

involved parties, their duties and responsibilities. Understands the course of 

administrative, criminal and civil proceedings. 

Skills: Able to apply the regulatory acts of the industry for the performance of the given task, 

correctly conclude various contracts. Understands the importance of the essential 

components of contracts in a specific form of contract. Able to prepare an application 

for the application of procedural rights. 

 

Competencies 

: 

Able to apply legal norms, including internal and external regulatory acts and follow 

up on current events in the binding regulatory acts in the profession. 

Is oriented and knows how to apply relevant regulatory acts in practical work. 

Able to perform legal analysis of situations.  

About the study course 

Studies: Security and personal data protection 

 

Study course name: Standards and regulatory framework in the 

field of security 

The scope of the study course 

Credit points:   3 

Purpose of the study course: 

To introduce the main legislation and international agreements that govern security and cyberspace at the 

international level. To introduce the legislation regulating security and cyberspace in the European Union and 

the Republic of Latvia. To find out which articles in the Criminal Law of the Republic of Latvia refer to 

criminal offenses in security, as well as what is the expected liability. To introduce the structure of security 

management and cyberspace in the European Union and the Republic of Latvia and the participating state and 

local government institutions. Introduce key industry standards for security and cybersecurity management. 

Explain what support is expected and required from law enforcement in the event of a security and cyber 

security incident. To know the minimum set of necessary regulatory acts in the organization and to learn how 

to prepare the necessary information about a criminal offense in the organization’s-controlled computer 

system. 

 

Study result 

Knowledge: Explains the main legislation governing security and cyberspace at the national 

and international level.  
Skills: Knows how to prepare documentation for law enforcement authorities about a 



 

 

 

About the study course 

Studies: Security and personal data protection 

 

Study course name: Labor, civil and environmental protection 

 

The scope of the study course 

Credit points:   3 

Purpose of the study course: 

Familiarize yourself with the regulatory legal acts and provide in-depth knowledge of labour protection, 

civil protection and environmental protection, fire protection requirements and disaster management. 

 

Study result 

Knowledge: Gain an idea and knowledge of legislative requirements in labour protection, 

environmental protection and fire safety. 

Skills: Understands the organizational principles of the labour protection internal monitoring 

system, the basic principles of civil protection and environmental protection in a 

company or institution. 

Competencies: Understanding of the assessment of work environment risks and their reduction, the 

principles of investigation of accidents at work and established occupational diseases. 

Able to create and ensure working conditions appropriate for the surrounding 

environment, work protection and fire protection for the performance of direct work in 

accordance with the requirements of work protection, environment and fire protection. 

 

 

 

About the study course 

Studies: Security and personal data protection 

 

Study course name: Module: Business professional competences 

The scope of the study course 

Credit points: 
  

9 

Purpose of the study course:  

To provide basic knowledge of the concepts and basic principles of business and commercial activity, 

building practical skills in the environment of security. To provide knowledge about the regulatory 

framework of business. Develop the ability to start a company, plan and manage resources. To provide the 

ability to analyse business ideas and create business plans according to certain criteria, as well as to provide 

knowledge about organization management, management methods, project development and record-

keeping (document management) and financial accounting systems, knowledge about creating social 

dialogue in society and basic principles of labour relations. 

  
Study result 

Knowledge: Able to demonstrate knowledge of the regularities of economic processes, relating them 

to the factors of the business environment and real estate management. Able to 

demonstrate knowledge of the legal regulation of business, the nature of business and 

the influence of its environmental factors, the basic principles of business planning and 

organization and the usefulness of their use in increasing the efficiency of the company's 

operation. Capable of identify organizational security issues. Able to define the essence 

of project management, has knowledge in the preparation of project applications, their 

criminal offense in the organization and its computer system and know what 

regulatory documents are required in the institution/company. 

Competencies: Able to apply and explain to employees the legal responsibility for illegal 

activities in the organization, computer systems and outside, able to apply security 

standards and regulatory framework. 



planning and development, analysis of alternatives and costs, attraction of possible 

financial sources, implementation of projects, supervision and analysis of results. Knows 

and knows how to apply various project management methods. 

Skills: Able to use acquired basic knowledge in business planning and organization in specific 

conditions, setting priorities for goal achievement. Understands the conditions for the 

establishment of merchants and the main elements of the company's operation, 

operational processes and organization. Able to determine and formulate business 

strategies, tactics and goals in a dynamic economic environment. Understands the 

importance of marketing in the company and knows how to use marketing analysis 

methods. Knows and is able to assess the socio-economic consequences of organizing 

and planning the company's activities. Able to identify risks and manage them. Can 

develop a strategic business plan. Understands the material and financial accounting 

system. Skills to find information about co-financing opportunities from European 

Union funds or other support institutions. Have the skills to prepare project applications, 

plan and monitor project management processes. 

Competencies: Knows the fundamentals of business operations and demonstrates the ability to assess 

business feasibility in a changing market environment and develop a business plan for 

specific circumstances. Knows business continuity process, able to identify the causes 

of risk, develop alternative scenarios and provide knowledge in the creation of security 

awareness programs. Knows and knows how to apply the regulatory acts regulating the 

company's activities. Knows the main activities of project planning and implementation, 

is aware of problems and risks. 

 

 

 

About the study course 

Studies: Security and personal data protection 

 

Study course name: Professional terminology in a foreign language  
The scope of the study course 

Credit points:   3 

Purpose of the study course: 

To learn the professional terminology of the industry, the grammatical and structural structure of a foreign 

language. Promote the learning of management, law and information terminology and promote the use of 

foreign language knowledge and skills in the professional field, thus developing students' professional 

competence. 

Deepen understanding of aspects of linguistics and style by using authentic materials and learning specific 

terminology. Develop business correspondence skills. 

  
Study result 

Knowledge: Terminology necessary for professional activity. 

 

Skills: Able to express and discuss the information obtained in relation to the topics covered in 

the course. 

Competences: Interpret and analyse information. 

perceive and summarize the most important information according to the content and 

complexity of the course; write business communication documents. 

 

 

 

About the study course 

Studies: Security and personal data protection 

 

Study course name: Information technology and introduction to cyber security 

The scope of the study course 

Credit points:   3 



Purpose of the study course 

To acquire computer skills necessary for meeting the requirements of the modern labor market, effective 

performance of work duties, solving management, organizational issues and problem situations, and 

productive management of application software.  

 

Study result 

Knows and understands the applicability of business programs (MS Word, MS Excel, MS PowerPoint) in 

daily study and work processes. Knows the nature of cyber security. 

Able to develop various types of documents, effectively using the capabilities of MS Word, perform various 

types of calculations in the MS Excel program; analyse data by understanding data identifiers and data 

quality. 

Prepare presentations by integrating MS PowerPoint capabilities and presentation trends. Can identify 

cyber-attacks. 

 

 

 

About the study course 

 

Studies: Security and personal data protection 

 

Study course name: Basics of human safety and reliability  
The scope of the study course 

Credit points:   3 

Purpose of the study course: 

To provide the student with the necessary knowledge in the basic issues of human security and security 

capabilities, providing insight into individual self-defence, conflict resolution, security capabilities, personnel 

security, and first aid, in order to develop security specialists whose theoretical and practical training would 

enable them to protect company, institution, and organization personnel against threats. 

 

Study result 

Knowledge: On the basics of human security and safety capability, understanding the interaction 

between the influence of negative and positive factors on individuals and the individual's 

behaviour and perception. Knowledge of the principles of self-defence and first aid.  
Skills: Understands the influence of various factors on an individual's safety and his perception 

of safety, is able to analyse, forecast and manage the improvement of human safety and 

safety capacity. Understands the scheme and principles of self-defence and first aid.  

Competencies:  Able to create and promote safety in individuals, develop a safety culture and develop 

effective human safety measures.  

 

 

 

About the study course 

Studies: Security and personal data protection 

 

Study course name: Safety process planning and resource management   
The scope of the study course 

Credit points:   6 

 

Purpose of the study course: 

To provide the student with the necessary knowledge in security process planning and resource management, 

personnel management and training/educational areas, providing an insight into the basics of individual 

organization security, the construction and organization of security services, personnel management and 

development issues, physical security, IT security, fire safety and occupational safety process planning, in 

order to would develop security specialists whose theoretical and practical training would allow them to 

organize security processes in organizations. 

 



Study result 

Knowledge: On the basics of security process planning and resource management, understanding the 

nuances of process planning in various security areas. Knowledge of various areas of 

resource management.  
Skills: By understanding the various nuances of security process planning, you are able to 

determine the requirements and use the necessary resources for security in your 

organization.  

Competencies: Able to qualitatively evaluate the work of service providers in security processes. Able to 

select, manage and develop human resources. 

 

 

 

About the study course 

Studies: Security and personal data protection 

 

Study course name: Organization management 

The scope of the study course 

Credit points:   3 

Purpose of the study course: 

To provide basic knowledge in the management of organizations, in solving management problems, 

developing the ability to apply knowledge in solving business management issues, implementing the system 

approach, the situational approach and performing the analysis of management processes. 

 

Study result 

Knowledge: Able to demonstrate knowledge of management models and the usefulness of their use for 

increasing the efficiency of the company's operations. Able to demonstrate expertise in 

sustainability, procurement and change management. 

Skills: Knows how to use the acquired basic knowledge of the system approach and the situational 

approach to discover and solve problems, to strengthen the ability to identify and evaluate 

the factors influencing the company's safety, to assess the company's internal potential, to 

make reasoned decisions in the management and safety of the company.  Be able to 

determine and formulate an organization's operational strategy, identify organizational 

problems in the field of security. Be able to purposefully use environmental analysis 

methods for assessing the situation and determining the direction of the company's 

activities. Can choose and apply methods for increasing the efficiency of the management 

process. To be able to evaluate the usefulness of organizational structures of the 

administration. 

Competencies: Able to make decisions in the field of organizational management in solving the 

appropriate problem, assessing the organization's security requirements, identifying 

existing problems in ensuring the organization's security. Able to create an organizational 

structure appropriate to the specifics of the organization. Able to identify organizational 

security threats and assess risks. Able to work with and analyse large amounts of 

information. Able to evaluate the operation of the organization, applying legislation 

according to the scope and structure of the organization. 

 

 

 

About the study course 

Studies: Security and personal data protection 

 

Study course name: Security theory and organizational security  
The scope of the study course 

Credit points:   6 

Purpose of the study course: 

To introduce the principles of security theory. Be able to assess the organization's security requirements, 

identifying existing problems in ensuring the organization's security, be able to identify security threats and 



risks, prepare a security audit template, participate in the development of security concepts and security plans. 

Get an idea of how to effectively manage security in an organization using available resources. To introduce 

the basic elements of physical security. Understand the importance of organizational sustainability plans in 

disaster situations. Find out how to skilfully participate in a crisis management group. To shed light on the 

importance of a thoughtful and results-oriented safety training methodology. Understand what resources and 

support can be requested from law enforcement, if necessary. Be able to prepare reviews and reports on 

security incidents, as well as the security situation in the organization as a whole. Be able to carry out security 

system design and quality management, understand the possibilities of using weapons and special means in 

case of extreme physical necessity. Provide insight into security operations. 

 

Study result 

Knowledge: explains the organization of security measures at a conceptual level. 

Skills: able to prepare a security audit report for submission. Able to collect the required amount 

of evidence for submission to law enforcement authorities. 

Competencies: able to develop a comprehensive set of security and information protection measures in 

the organization. 

 

 

 

About the study course 

Studies: Security and personal data protection 

 

Study course name: Personal data protection 

The scope of the study course 

Credit points:   6 

Purpose of the study course: 

The aim of the study course is to introduce students to the regulation of personal data protection. To promote 

students' understanding of the personal data protection system at the national level, the operation of controlling 

institutions, the operation of data protection specialists and the rules of data processing and free circulation. 

 

Study result 

Knowledge: Knowledge of basic principles of personal data protection, ensuring legal data processing, 

data subject rights, controller and data processor responsibilities. 

Skills: Analyse the legal provision of personal data processing, know the rights of the data 

subject, understand the obligations of the controller and the data processor. 

Competencies: The ability to identify personal data and the basis of their lawful processing. 

 

 

About the study course 

Studies: Security and personal data protection 

 

Study course name: Information security  
The scope of the study course 

Credit points:   6 

Purpose of the study course: 

To make the student aware of various opportunities to obtain information both by using publicly available 

information - social networks, internet search engines, etc., and by individually researching the target 

infrastructure objects. Get acquainted with the basic principles of social engineering, identify the advantages 

and disadvantages of this method. At the end of the course, the student is able to obtain information from 

various sources, structure it and identify the weakest protected points of the organization. Identify any 

sensitive information about the organization that it would not be desirable to disclose publicly, and what the 

possible consequences of disclosing such information may be.  

 

Study result 

Knowledge: Knows the basic principles and practices of information security in order to be able to 

ensure the organization of management and operational processes and the selection of an 



appropriate security framework.   

Knows both passive and active information gathering methods in order to be able to 

determine the overall picture of vulnerabilities and perform the necessary activities for the 

protection of the security perimeter, taking into account also the vulnerabilities related to 

the human factor for the organization's information security.  

  

Skills: Able to navigate the information security methodology, determine the requirements for 

the creation of an information security program and implement its implementation, taking 

into account the context of the organization and the necessary level of security to ensure 

the organization's information security. 

Able to identify internal and external sources of threat, possible attack vectors and 

determine the overall picture of vulnerabilities, evaluate the security risks of information 

and technical resources important to the organization and implement the necessary 

activities for their management.      

Competencies:  Able to demonstrate the necessary competence support for the organization in the 

implementation of information security management and operational processes, according 

to the required security level and the chosen security framework.      
 

 

 

About the study course 

Studies: Security and personal data protection 

 

Study course name: Organizational cyber security  
The scope of the study course 

Credit points:   6 

Purpose of the study course: 

To introduce the global impact and risks of threats in cyberspace. Find out how organized crime groups use 

cyberspace to carry out illegal activities. To get an idea of how the use of non-state elements makes it difficult 

to determine the responsibility of states for threatening the sovereignty of other states in cyberspace, in the 

context of international law. To introduce the most significant incidents in cyberspace of the last decade. 

Illustrate the methods of conducting influence operations in international relations, including within the 

framework of 'hybrid war'. Understand the risks of cryptocurrencies for financing illegal activities and money 

laundering. To find out how communication possibilities in the 21st century, including social networks, open 

up opportunities to influence processes in society. To shed light on the security risks posed by the introduction 

of 5G networks, the use of artificial intelligence in various autonomous systems on a global scale. 

 

Study result 

Knowledge: Explains the global significance and impact of threats in cyberspace on the economy and 

political processes, organization.  
Skills: Able to weigh the local as well as global impact of various incidents in cyberspace. 

Competencies: Are able to realize, predict and identify the threats they face in cyberspace when 

implementing technological innovations in the organization. 

 

 

 

About the study course 

Studies: Security and personal data protection 

 

Study course name: Defense tools and techniques  
The scope of the study course 

Credit points:   3 

Purpose of the study course: 

To provide students with practical insight into working with various cyber security standards and good 

practices in order to be able to ensure the strategic implementation of protection tools and methods appropriate 



to the organizational context. Identify potential cyber-attack vectors and associated cybersecurity risks, taking 

into account attack surfaces and the organization's security vulnerability landscape. Depending on the current 

cyber security risk level, plan the implementation of effective security controls and ensure their operation 

monitoring.    To provide general ideas about the main components of the organization's information and 

communication technology (ICT) security infrastructure and the basic principles of their operation, in order 

to be able to navigate the terminology of the industry and ensure the implementation of the necessary ICT 

infrastructure support documentation in the organization. At the end of the course, the student is able to 

demonstrate cyber security management competence to ensure appropriate and effective protection measures, 

regardless of the organizational context. 

 

Study result 

Knowledge: Basic knowledge of cybersecurity management standards and good practices for planning 

and providing protection measures in the organization, understanding the advantages and 

disadvantages of different security methods and tools. pros and cons.   
Skills: Able to choose and use security tools and methods appropriate to the organization's context 

and security risk level, provide the necessary competence support in the process of 

ensuring the organization's compliance. 

Competencies: Is able to assess the attack surface and understand the impact of the set of vulnerabilities 

on the organization's security risk level, develop proposals for ICT security infrastructure 

planning and implementation of supporting documentation. 

 

 

 
About the study course 

Studies: Security and personal data protection 

 

Study course name: Investigation of security incidents 

The scope of the study course 

Credit points:   3 

Purpose of the study course: 

The purpose of this course is to provide students with basic knowledge in security incident investigation and 

computer forensics, its sub-discipline, applied methodology. 

Learn basic skills in working with software, computer system artifacts and their types used in computer 

forensics and security incident investigation. 

 

Study result 

Knowledge: Understanding the evidence requirement. 

Skills: Obtaining evidence from a multi-computer system while maintaining its integrity and 

robust chain of custody. 

Ability to apply digital forensics to physical crimes. 

Hands-on experience using current investigative tools. 

Competencies: Ability to analyse specific situations and draw independent conclusions about cyber 

security and IT management. Able to realize, anticipate and identify threats to 

technological innovations in the organization. 

 

 

 

About the study course 

Studies: Security and personal data protection 

 

Study course name: Security risk and crisis management  
The scope of the study course 

Credit points:   6 

Purpose of the study course: 



To introduce students to the nature and basic principles of security risk and crisis management, to provide the 

student with the necessary knowledge of crisis management in order to form qualified security specialists 

whose theoretical and practical training would enable them to plan, organize and manage measures related to 

the company's security in crisis situations and risk prevention. 

 

Study result 

Knowledge: Knowledge of security risk and crisis management at the level of understanding, being 

able to assess and analyse risks and understand crisis management arising from potential 

risks.  
Skills: skills to quickly and purposefully assess the current situation, take control of the situation 

and manage the situation. To be able to analyse and control one's actions in a crisis 

situation, one's psycho-emotional state in everyday life and in post-crisis situations. Be 

able to lead and organize the coordinated operation of the security service in crisis 

situations, prevention of the consequences of crises and identification of problems in pre-

crisis situations.  

Competencies: Understanding and being able to analyse your own and other people's behaviour in crisis 

situations, to make effective decisions in crisis situations, taking responsibility for the 

consequences. 

Actively anticipate and control the impact of the crisis on the security situation in the 

organization and manage the existing situation. 

 

 

 

About the study course 

Studies: Security and personal data protection 

 

Study course name: Security activity, tactics, special equipment 

The scope of the study course 

Credit points:   3 

Purpose of the study course: 

To provide the acquisition of theoretical knowledge, skills and competencies about security work, tactics and 

special means. The legal regulation of the security tactics of the guarded object, the basics of tactical planning 

in the field of security implementation of the guarded objects. 

 

Study result 

Knowledge: Understanding of the basics of the methodology for evaluating object security tactics, 

planning and implementing threat prevention tactics and their legal regulation; 

Understands special means, their modes of operation and legal regulation. 

Skills: Able to find, evaluate and creatively use information for the performance of professional 

tasks and solutions to problems; use security situation research techniques and evaluate 

the security situation of organizations, plan security measures, find and use various sources 

of information and materials that will be needed in future professional activities.  

Competencies: Able to organize security work, perform risk analysis and apply it in security work. Able 

to act ethically. 

 

 

 

About the study course 

Studies: Security and personal data protection 

 

Study course name: Social psychology in security  
The scope of the study course 

Credit points:   3 

Purpose of the study course: 

To provide the student with the necessary knowledge in social psychology and stress management in crisis 

situations in order to create qualified security specialists whose theoretical and practical training would enable 



them to protect companies, institutions and organizations against threats by applying their knowledge of social 

psychology. 

 

Study result 

Knowledge: On the basic theories of social psychology and their connection to the field of security, 

understanding the interaction between several individuals and individual behaviour in 

small and large group.;  
Skills: Understands the motives of one's own and other people's actions, knows how to analyse, 

control and manage people's individual and collective behaviour. 

Competencies: Understanding and being able to analyse your own and other people's behaviour, express 

positive emotions (keep calm) towards what is happening and be able to control and lead 

the situation to the desired solution, result. 

 

 

 
About the study course 

Studies: Security and personal data protection 

 

Study course name: Attack tools and techniques 

The scope of the study course 

Credit points:   3 

Purpose of the study course: 

The aim of the course is to introduce attack methods and tools used in cyber-attacks. Look at attacking 

strategies on how to make a drive. 

 

Study result 

Knowledge: Able to explain different attack vectors and their nature. 

Skills: Knows how to find and exploit simple system vulnerability. 

Competencies: When analysing system vulnerabilities, plans an attack, chooses the appropriate tools and 

attack vectors, justifies their choice. 

 

 

  
About the study course 

Studies: Security and personal data protection 

 

Study course name: Analysis of open-source data 

The scope of the study course 

Credit points: 
  

3 

Purpose of the study course: 

The aim of this course is to provide students with basic knowledge of working with open-source data. By 

learning basic skills in searching, processing and presenting open-source data. 

 

Study result 

Knowledge: Can interpret and explain the nature of open-source data and the vectors of data formation. 

Skills: Able to search open-source data. 

Competencies: Orients and knows how to apply open-source data analysis tools in practical work. 

 

 
About the study course 

Studies: Security and personal data protection 

 

Study course name: Basics of programming in Python 

The scope of the study course 

Credit points:   3 



Purpose of the study course: 

To introduce the basic knowledge of the programming industry and skills in software development. 

 

Study result 

Knowledge: Explains the concepts of the programming industry. 

Skills: Knows how to use the constructions of the Python programming language when creating 

programs or scripts. 

Competencies: Sees and applies the Python programming language to automate or solve a problem 

situation. 

 

 

 

About the study course 

Studies: Security and personal data protection 

 

Study course name: Security psychology  
The scope of the study course 

Credit points:   3 

Purpose of the study course: 

To provide the student with the necessary knowledge in security psychology in order to create qualified 

security specialists whose theoretical and practical training would enable them to protect companies, 

institutions and organizations against threats by applying their knowledge of security psychology. 

 

Study result 

Knowledge: About the basic theories of safety psychology and their connection with the field of safety, 

understanding the interaction between safety and the human psyche.  
Skills: Understands the motives of one's own and other people's actions, the causes of deviant 

behaviour, understands the course and causes of various mental states. 

Competencies: Able to positively influence a person's sense of security by applying knowledge of security 

psychology; able to control situations involving mental agitation. 

 

 

 

About the study course 

Studies: Security and personal data protection 

 

Study course name: Mediation 

The scope of the study course 

Credit points:   3 

Purpose of the study course: 

Purpose of the study course: To promote students' understanding of mediation as one of the ways of 

resolving disagreements, delving into its specifics and regulation. With practical examples (video, audio) and 

tasks to develop students' skills in using mediation and its methods in resolving disagreements in various 

fields.  

To create awareness about conflicts, their causes and ways of solving them.  Create an idea of the suitability 

of mediation in conflicts of various natures and the advantages and limitations of mediation, including rent 

and lease relationships. 

 

Study result 

Knowledge: Can explain the specifics, principles and difference of mediation from other alternative 

ways of resolving disagreements. Able to describe the course of mediation processes and 

formulate the basic rules of mediation. Understands the terminology of mediation, 

concepts, possibilities of application of mediation. Understands the legal framework and 

application benefits of mediation. 



Skills: Able to identify, define, analyse and resolve disagreements. Able to find alternative 

solutions to problems and choose the appropriate strategy. Able to use mediation methods 

in conflict resolution. 

Competencies: Able to identify, define, analyse and solve problems. 

Able to find alternative solutions to problems and choose the appropriate strategy. 

 

 

 


